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Abstract The fast integration of Internet of Things (IoT) gadgets into our critical infrastructure and daily lives has created an
unprecedented attack surface, turning the security concerns that were once viewed as technical weaknesses into critical disruption
threats to operational security and safety of the people. We conduct a critical overview of the present situation in the field of IoT
security, synthesizing the results and methodological framework of a collection of 60 peer-reviewed publications released 2017-
2025. Our discussion suggests that, although the underlying weaknesses of the old firmware, weak authentication, and insecure
protocols are a continuing threat at the endpoint, and to the communication and application layer of devices, advanced attackers
are broadening their use of the run-of-the-mill vulnerabilities to more advanced and industrialized attacks on operational
technology (OT) and other systems of cyber-physical nature. The main threat has been transferred to targeted disruption.
Furthermore, the review also critically analyzes the current methods of vulnerability detection and compares the traditional
methods of vulnerability detection such as static and dynamic analysis with more modern methods of vulnerability detection such
as resilience measures and Zero Trust Architecture (ZTA). The remaining part of the review states that to be able to protect the
10T ecosystem, we will have to become more careful in how we transition through reactive and device-based patching strategies,
to more proactive architectural strategies, which emphasize resiliency across the ecosystem. We also critically review research
gaps, such as defining and bridging the theory-practice gap and scalable and cost-effective solutions to security vulnerabilities and
the special situation of insecure resource-constrained environments.

Index Terms— 10T Security, Cybersecurity, Vulnerability Analysis, Public Key Infrastructure (PKI), Threat Detection

I. INTRODUCTION

NTERNET of Things (IoT) is changing the daily life and

work by integrating daily devices into the internet so that they
can gather and exchange information, improving efficiency and
smartness in any industry [1],[2] Wearable devices that track
the health of patients are constantly used in healthcare, whereas
smart systems in factories can optimize the production process
in real-time [3]. Farmers in agriculture can use IoT devices to
check soil quality and automatically irrigate the soil, enhancing
crop production and saving resources [4]. These are some of the
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examples of how IoT streamlines the business and facilitates a
smart decision-making process in different fields [5].

Nevertheless, the intensive development of IoT creates severe
security issues. IoT devices are vulnerable to cyberattacks due to
their usual lack of computational power and the range of their types
[6],[7]. Outdated software, poor encryption, improper network
configuration, and inefficient access controls are the vulnerabilities
that open an opportunity to the hackers [8]. The essential systems,
such as hospitals, transportation, and energy grids, are still at risk
due to the lack of security standards that should address the device
proliferation [9]. One breached device has the potential to start
bigger attacks, endangering confidential information and business
continuity [10].

The review takes sixty research papers to offer an insight into the
vulnerabilities of IoT and the methods through which researchers
are planning to detect and address them. The articles include
methods of attacks, new types of threats, and devices,
communication, and application security [11]. The offered
solutions that have a chance to be effective to the machine learning
to detect threats, blockchain to protect the systems, and multi-
layered defense solutions to enhance the security of the IoT [12].
The obstacles also include insufficient device computing
capabilities, the absence of quality data, and the constantly
developing cyber threats, thus causing issues when it comes to the
universal security strategies [13].

The review highlights the necessity of security measures at
several levels and provides recommendations on how the
researchers, industry members, and policymakers need to eliminate
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the current barriers [14]. The need to keep up with new threats,
cross-industry cooperation, and the creation of multi-purpose
and smart security measures to safeguard privacy, trust, and
consistent functionality of an ever-changing, interconnected
world is necessary to secure IoT systems [15].

IL.LMETHODOLOGY

In this literature review, 60 peer-reviewed articles in various
fields of IoT were scrutinized with a closer look to the
manifestations of security flaws. The articles have been
selected with care to ensure that they are relevant and exhaust
the topic. This paper trusted credible sources including IEEE
Xplore, Springer, and Science Direct to search using the terms
including IoT vulnerabilities, static analysis, dynamic analysis
and hybrid methodologies. To ensure that the review is current,
the chosen studies were published in the period between 2017
and 2025. The review grouped the studies based on the kind of
vulnerability they covered at device, communication or
application level as well as the analysis techniques applied,
including static, dynamic or hybrid techniques. It also discussed
other application fields such as healthcare, industrial internet of
things and smart homes. The individual studies have been
thoroughly analyzed to identify shared trends, patterns, and
gaps in the study, and consideration has been given to issues
such as the role of machine learning, use of blockchain, and
novel lightweight encryption methods. Other areas of weakness
of the research that were highlighted in the review included
excessive use of theoretical reviews or proposing solutions,
which may not be as effective on a large scale. The review
allowed obtaining a clear and in-depth picture of the field by
clustering studies together according to their methods and main
contributions, as well as to indicate which areas require
additional exploration. It harmonized theoretical knowledge
and practical issues in the security of IoT.

III.LLITERATURE REVIEW

Combining the method of both static and dynamic evaluation
of the vulnerabilities of Docker containers has enhanced IoT
security with the help of AWS resources [16]. Clair is a static
analysis tool, and Falco is a dynamic analysis tool, which is
used to identify an existing vulnerability in code and unusual
behavior at runtime, respectively. These are complementary
approaches and AWS IoT Core guarantees the security of
connections between devices. AWS CloudWatch has around
the clock monitoring and Guard Duty detects threats, which
forms a resilient security architecture. Nevertheless, static
analysis may yield a high number of false positives and
dynamic analysis cannot detect concealed vulnerabilities. Also,
there is a challenge of scaling and third-party dependency in the
implementation of AWS. Nevertheless, the combination of
static and dynamic approaches is a beneficial factor to improve
vulnerability identification and to build the multi-layered
security plan despite all these problems [17]-[18].

IoT devices are investigated by means of firmware
vulnerabilities that are analyzed using a combination of static,
dynamic, and hybrid approaches [19]. Without running
firmware, the insecure patterns of code are detected by the tools
such as Binwalk and Ghidra, through the process referred to as
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the static analysis [20]. Dynamic Analysis is a real-time monitor of
firmware activity and makes anomaly and threat observations. In
order to cover all the ground, hybrid methods are used. There are
more complex methods, like symbolic execution and fuzz testing,
which are only restricted by device memory and proprietary code
and testing infrastructure limitations. Therefore, there is no way of
achieving complete protection of the IoT firmware and a layered
approach is the best [21]-[22].

The application of machine learning (ML) techniques to the
security threat in IoT is gaining popularity. The known threats are
detected by supervised learning on the use of labelled data;
anomalies are detected by unsupervised learning on unlabeled data
and reinforcing learning enhances the intrusion detection process
over time. Machine learning models, e.g. CNNs, RNNs, etc., are
successful at analyzing complex data of the IoT in real-time [23]-
[24]. The obstacles are lack of computing power of devices, the
lack of high-quality data, and vulnerability to adversarial attacks.
The presented Vulnerability and Threat Assessment Framework
implement the standard techniques of threat modeling, the analysis
of the network, the testing of the network and the use of honeypots
in order to enhance the resilience of the IoT. Nevertheless, a
combination of these strategies can offer to ensure the safety of the
IoT systems a well-organized and multi-layered methodology [25].

In some of the studies, weaknesses in the physical layer of the
IoT solutions, specifically LoRaWAN networks, have been
identified, and risks like jamming, eavesdropping, as well as signal
spoofing are pointed out [26]. Based on Software Defined Radio
(SDR) testbeds, LoRaWAN networks are vulnerable to packet
loss, communication breakdowns, and data breaches. Frequency
hopping, adaptive data rates, and encryption are mitigation
techniques that assist in enhancing security but complicate and
consume power, especially when configuring low-energy IoT
devices. Security testing is also limited by real world simulation
constraints [27].

Other articles discuss security vulnerabilities at device,
communication, and application levels with unauthorized access,
data breaches, and denial-of-service (DoS) attacks being the most
common types of threats [28]. It has been suggested to use a multi-
layered methodology consisting of both static and dynamic testing
of hardware ideals, software network protocol testing, intrusion
and penetration testing, and end-user application testing [29],[30].
Strong encryption, authentication protocols, and intrusion
detection systems are efficient countermeasures that are faced with
the challenge of heterogeneity, resource constraints, and use of
third-party services. The principles of security-by-design, real-
time monitoring, and constant updates are required to ensure
resilience [31].

Another research direction focuses on the dangers of third-party
components (TPCs) in IoT firmware. A threat scan of more than
34,000 images of the firmware showed that there are rampant
vulnerabilities in the older components, such as software bugs and
CVEs. The problems with detection may be connected with
obfuscation and runtime [32]. Timely updates, lifecycle
management and security requirement are important to minimize
systemic risks. Also, recent research on Wi-Fi-based IoT networks,
with the help of such tools as ESP8266 NodeMCU, demonstrates
that weak encryption and authentication leave devices exposed to
malware, botnets, and even deauthentication attacks. Although
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hardware-specific outcomes can restrict generalization, the

study highlights the significance of formal defense
mechanisms, real-time monitoring, and solid security
implementations as the means of securing the IoT

infrastructures [10].

Research on IoT-based home automation has put much
emphasis on security and privacy issues such as unauthorized
access, weak encryption, and insecure communication
methods. Embedded sensor prototypes, attack vectors
detection, and defensive mechanisms propose that smarter
encryption and authentication can help to enhance system
security, but all of the results are largely hypothetical and only
available in the field of home automation, which must be
exposed to dynamic security policies in smart homes [33].
Wireless sensor networks (WSNs) can be used in industrial [oT
to enable smart manufacturing and Industry 4.0, but they are
vulnerable to attacks like hardware, data interception, and
malware attacks. The current countermeasures usually cannot
keep pace with the changing threats, which suggests the
significance of resilience-oriented, process-conserving security
controls [34]. The use of machine learning algorithms,
including Decision Tree, Random Forest, and Artificial Neural
Networks have been used to identify threats in smart home with
the Random forest achieving an accuracy of 99.4% ones.
Although this is yielding results, there are issues such as
scalability and real-time implementation [35]. Introducing
more user awareness and additional technical defenses are
necessary because corporate and user practices usually fail to
capitalize on vulnerabilities [36]. Other cryptographic
weaknesses of IoT systems are buffer over-read and
inappropriate encryption in the firmware that require safe and
proven cryptographic functions to secure multi-agent systems
[37].

Industrial ToT and heterogeneous devices in general use
legacy communication protocols, which add to the security risk,
such as unauthorized access and information modification, as
well as DoS attacks. Encryption, secure communications
protocols, intrusion detectors, and blockchain-based
decentralized authentication are some of the most exemplary
countermeasures, but the problems of scalability, resource
constraints, and dynamic threats remain a few [38],[39].
IoTSeer and vulnerability scanners such as Shodan allow
finding and categorizing defects in smart homes and agriculture
and enhancing risks recognition and mitigation strategies, but
in practice, they are often not empirically justified in the field.
The fast growth of the Internet of things (IoT) has
revolutionized industries, healthcare, agriculture, smart homes,
and manufacturing and provided superior efficiency,
automation, and connection [15]. Yet such expansion has put
IoT systems at risk of many security risks, jeopardizing the
functionality of devices, data integrity, and user privacy [40].
IoT has facilitated better patient care in healthcare, although it
has posed essential dangers because of unprotected medical
equipment and software [41]. The article based on the results of
the research by the National Vulnerability Database (2001-
2022) exposed the vulnerability of electronic health records,
wireless infusion pumps, and other medical systems, as well as
hard-coded  credentials and insufficient credentials
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management. One of the advice researchers give to mitigate the
risk factors in healthcare IoT settings is secure software design,
regulatory compliance, and real-time monitoring, and it is
necessary to incorporate proactive solutions to guarantee safety in
healthcare IoT settings beyond the analysis of historical data [42].

Poor encryption, weak authentication and user ignorance are also
threats to smart homes [43],[44]. Although possible remedies, such
as strong encryption, improved development methods and user
training are meant to improve security, it has not been empirically
validated [45]. Machine learning models such as Decision Trees,
Random Forests, and Artificial Neural Networks (ANNs) are
potential in identifying threats related to the IoT, and the accuracy
of the latter is 99.4%. Nonetheless, the issues of scalability and
real-time implementation within dynamic environments have not
been resolved, which suggests the disparity between the theoretical
frameworks and real-life implementation. The attacks on industrial
IoT are hardware attacks, malware attacks and data intercepting,
especially in smart manufacturing, and Industry 4.0 [46]. The
analysis of vulnerability with the help of such tools as Shodan and
Nmap identified important vulnerabilities, and the mitigation plans
were not tested in real field conditions. It has been suggested to use
hybrid deep learning models that combine CLSTM, CBiLSTM,
and CNN-BIiLSTM to identify vulnerabilities in IoT code, which
provides better detection with synthetic data augmentation, but
there are still the issues of bias and applicability in the real world
[47]. The IoT devices were identified to be weak both in software
and hardware with hybrid analysis techniques proposed as
potential solutions. However, their practical implementation with
non-Linux systems has not been exercised much [48].

The most common attacks in consumer IoT devices, such as
webcams, routers, and wearable devices, are botnet attacks,
malware and weak authentication protocols [49]. Research
indicates that the use of old firmware, bad cryptography habits, and
insecure codes are some of the contributing factors to the
exploitation of the devices. Some of those suggested measures are
effective encryption, multi-factor authentication, software
regularly updated, and continuous monitoring [50]. High-tech
options such as Al-based solutions, blockchain adoption, and post-
quantum security are on the list of promising enhanced solutions,
though the majority of them have not been tested under real-life
circumstances [51]. Studies highlight the vulnerabilities on various
levels, such as device, network, application, and peopleware.
Possible threats are unauthorized access, data breach, denial of
service (DoS) attack, and insecure communication protocols
[52],[53]. Spinal tools like IoTSeer enable dynamic modeling of
smart home devices and can precisely identify faults and policy
violations with lower false positives but requires a lot of resources
to initialize and pre-programmed policies [54]. RF-based attacks,
including jamming and packet manipulations, were demonstrated
to impact the functionality of the IoT devices until the next reboot,
which indicates the necessity to protect the systems against
radiophonic attacks more thoroughly [55].

Other vulnerabilities of IoT firmware and software include
vulnerabilities in third-party code and improperly written code.
Memory-related problems, denial-of-service threat, and poor
authentication were shown in systematic reviews of C/C++
codebases of a variety of platforms such as Arduino and Raspberry
Pi. Such findings highlight the significance of secure coding
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TABLE I
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COMPARATIVE ANALYSIS OF VULNERABILITY DETECTION METHODS

Method Strengths

Limitations

Examples

Static  Efficient in detecting known flaws; resource  Cannot detect runtime or emerging

light vulnerabilities.
Dynamic Captures runtime threats and complex Resource intensive; limited scalability
interactions.

Hybrid Comprehensive; combines static and dynamic High computational demand; complex
benefits.

implementation
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Execution

Fig. 1: PRISMA Diagram
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principles, identifiers of vulnerabilities, and auditing of the
firmware to avoid exploitation. The fact that IoT devices can be
a heterogeneous group and rely on a centralized system, only
contributes to the complexity of security issues [56]. Resilience
has been proposed to be improved with decentralized
authentication, blockchain-based solutions as well as trust
mechanisms. In addition, the interplay of the physical and
digital threats, which are the out-of-band vulnerabilities
necessitate active classification, characterization, and
mitigation strategies beyond the conventional security model.
Graph-based analysis and depth-first search have been used to
determine vulnerabilities and rank high-risk attack paths in
smart homes as efficient and yet controlled-condition solutions.
Even with extensive research, a good number of solutions that
have been proposed are either theoretical or in small scale. The
agreement focuses on multi-layered security frameworks that
combine encryption, authentication, intrusion detection,
software updates, as well as user education [57]-[59]. New
methods such as Al vulnerability detection, blockchain as a
means of safe authentication, and deep learning as a
vulnerability predictor have potential, but need more empirical
confirmation and scalability testing [60]. Resilience and
trustworthiness in similar IoT ecosystems can be improved by
collaborated work between manufacturers, regulators, and users
and universal security standards [15].

IV.SYNTHESIS OF FINDINGS

The review's synthesis is essentially able presentation of the
key conclusions regarding the 60 papers that were reviewed,
together with their many categories of insights into IoT security
trends, detection methods, and vulnerabilities. The most
common and well-known aspect of vulnerability with regard to
IoT devices is the ongoing expansion of devices without the
timely adoption of comprehensive security measures. Device
level, communication level, and  application-level
vulnerabilities were the three most important vulnerabilities
found during the investigation. Weak authentication
mechanisms, hard-coded passwords, and obsolete firmware
were the most common concerns found on the device layer.
These devices were also among the most frequently identified
to have the potential to pose serious problems with system
integrity and user privacy. Higher encryption and secure
communication  infrastructure are required  because
communication layer vulnerabilities are characterized by data
interception and protocol exploitation. Application layer threats
like weak access control and unsafe APIs highlight the
pervasive flaws in software implementation and design. The
most often used approaches in vulnerability detection research
are static, dynamic, and hybrid. Static approaches do not
monitor runtime behavior or potential threats, despite being
remarkably effective at detecting known flaws, particularly in
firmware and code structures. Runtime monitoring and
penetration testing are used in dynamic techniques, which can
provide a more accurate image of realistic vulnerabilities but are
limited in terms of scalability and computational resources. The
most comprehensive but resource-intensive approaches are
hybrid ones, which combine static and dynamic techniques.
Blockchain enables decentralization in device authentication
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and data integrity, while complementary technologies like
machine learning help anomaly detection and threat prediction.
Despite their potential, these cutting-edge solutions have
encountered significant challenges in practical deployments,
particularly in IoT situations with limited resources.

The most prominent developments reimagine the idea as a
multi-layered security structure with integrated adaptive
defense systems, proactive vulnerability management, and
cooperative solutions with other industries, regulatory, and
academic partners. Another trend under consideration is the
increased importance placed on IoT domains in terms of attack
prevention. Health, smart cities, and industrial automation are
among the fields that have extremely different requirements
from the varied risk profiles. It also draws attention to certain
significant flaws, such as insufficient real-world testing, a lack
of uniformity in the security standards, and the inability of the
suggested solutions to scale. In order to handle the new
complexities that IoT ecosystems are facing, the findings also
support directing efforts toward scalable, affordable, and
interoperable frameworks.
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Fig. 3: Focus on IoT Vulnerability Research across the Domain

V.DISCUSSION

The review's conclusions unequivocally highlight the wide
range of IoT vulnerabilities dispersed throughout the device,
communication, and application layers, which pose serious
challenges to the security of diverse and resource-constrained
IoT systems. The absence of current security solutions to handle
the accelerating rate of change that IoT technologies and their
threat environments have come to accept is a recurring theme.
While static analysis techniques have proven to be quite
effective in detecting known vulnerabilities, they typically fall
short in capturing dynamic, runtime threats. On the other hand,
dynamic analysis provides real-time information but is
resource-hungry and does not scale effectively when big IoT
networks are involved. Combining both of the methodology's
advantages, hybrid techniques appear to have a lot of potential.
Their implementation is fraught with difficulties, especially in
contexts with limited resources. When combined with cutting-
edge technology like blockchain and machine learning, there is
a chance to alleviate some of these speculative shortcomings.
Despite its disadvantage, the use of machine learning in
prediction analytics and anomaly detection is proven to be

Copyright ©2026 belongs to Department of Information and Communication Technology, Faculty of Technology,
South Eastern University of Sri Lanka, University Park, Oluvil, #32360, Sri Lanka

ISSN: 2961-5992

48



Journal of Information and Communication Technology (JICT)

rather effective. Using machine learning in real-world IoT
systems is limited by applications that demand large amounts of
data and a lot of processing power. Blockchain's decentralized
and unchangeable features also make it a powerful tool for
establishing safe data sharing and device authenticity. However,
lightweight blockchain protocols are necessary for the IoT
scenarios' greatest resource consumption and scalability. The
existing complex security landscape is made even more so by
new threats including emerging vulnerabilities from 5G-
enabled IoT systems and disruptions in encryption brought
about by quantum computing. The response underlines the
significance of performing proactive actions, such as the
implementation of multi layered protection mechanisms,
standardized protocols, and an emphasis on security by design
principles. It also suggests that in order to overcome any
potential  vulnerabilities in IoT security frameworks,
manufacturers, regulators, and researchers should continue to
work together. The discrepancy between theoretical and applied
models is another crucial realization. Practical IoT installations
have not yet tested the majority of the suggested solutions.
These results suggest that future research should focus on
creating flexible, scalable, and reasonably priced security
solutions tailored to IoT devices. Supporting zero-day
vulnerabilities, immediate threat detection, and new regulatory
compliance should be their main priorities. The development of
those responses has become a top goal for global cybersecurity
initiatives due to the growing integration of IoT in smart cities,
critical infrastructures, and health systems.

The IoT networks form the basis of linking devices in various
settings. Nevertheless, vulnerabilities of network technologies,
including LoRaWAN, Wi-Fi-based [oT system, and industrial
IoT protocols have become a significant concern. In the
example of LoRaWAN networks, some of the physical layer
threats include jamming, eavesdropping, and signal spoofing,
where mitigation measures such as frequency hopping and
adaptive data rate provide such protection at the cost of lowering
the energy efficiency. Equally, owing to the use of Wi-Fi, IoT
devices are vulnerable to malware, botnets, and de-
authentication attacks due to the poor encryption and
authentication engines. Outdated systems, which can be easily
attacked by unauthorized people, manipulated information, and
denial-of-service (DoS) attacks, are a particular challenge faced
by industrial IoT protocols. In all IoT networks there is a
frequent challenge of maintaining a balance between enhanced
security and the lack of resources, such as processing power and
power consumption, which means that future-scalable, real-
time defense needs to be developed in heterogeneous network
environments.

IoT is being extensively used in the areas of agriculture,
healthcare, smart homes, education, and manufacturing, in
terms of application. In farming, the sensor networks of IoT are
used to monitor the quality of soil, automated irrigation, and the
optimal use of resources. Nevertheless, agricultural [oT systems
tend to have insecure communication protocols that pose a high
risk of data breach, which can pose a threat to crop productivity.
IoT devices like a wearable monitor and wireless infusion
pumps are in a critical situation in the healthcare sector as they
are confronted with weak encryption, hard-coded credentials,
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and weak credential management, which compromises patient
safety and confidentiality. Although regulatory frameworks and
secure development processes give some protection, lack of live
threat detection is one of the weak links. Poor encryption and
lack of communication security are also susceptible to smart
homes, particularly focusing on convenience, and this would
most likely result in unauthorized access. Random Forest
algorithms, which are machine learning models, have
demonstrated a very high level of accuracy in identifying these
threats, but scalability in practice is still not an easy task. The
education sphere is a developing stage where the use of [oT can
improve research, yet the existing security measures are rather
abstract and do not have practical support. IoT reinforces
Industry 4.0 with smart systems in the sphere of manufacturing
and industrial applications, but hardware attacks, malware, and
data interception are also serious threats. Such tools as Shodan
help to define vulnerabilities, and mitigation measures are not
tested empirically in most cases. The combination of deep
learning models can be promising in the area of vulnerability
recognition, but the presence of bias and the lack of practical
use is holding it back.

IoTs are also characterized by unresolved security
vulnerabilities at several levels. Poor infrastructure also arises
due to the old firmware, poor authentication and poor network
configurations. There are also many devices that are dependent
on third-party components that are known to be vulnerable,
which increase systemic risks because of inadequate lifecycle
management and infrequent updates. Vulnerabilities may be
defined as device, communication and application layers. Hard-
coded passwords and the use of outdated firmware’s are device-
level threats whilst the possibility of data interception and
leveraging weak protocols are communication-level threats.
Unsafe API and inappropriate access controls represent another
vulnerability at the application level. Combined, all these layers
of weaknesses compound general security risks of [oT systems.

There are a few particular types of attacks that are commonly
aimed at IoT settings. Brute force attacks use the weak
authentication systems, which result in unauthorized access.
Attacks like buffer overflow attacks take advantage of insecure
firmware and usually result in denial-of-service attack or
execution of malicious codes. The botnet attacks are prevalent
in the consumer specific devices like routers and webcams
where lack of security enables attackers to form massive
networks to coordinate attacks. Despite their advantageous
functions in monitoring patients, wearable health devices are
especially vulnerable to breaches of privacy and unauthorized
access of third parties as there are no sufficient security controls.

Cryptographic tools and artificial intelligence (AI)
applications are essential toward fixing these issues to provide
security to IoT. Cryptography is still a foundation stone, and
strong encryption algorithms, multi-factor authentication, and
firmware updates they can be achieved were found to be critical
protection measures. However, there are still issues of buffer
overflow and broken cryptographic implementations,
particularly in the IoT that has limited resources. Decentralized
authentication and data integrity have been discussed in
blockchain technology, but the challenge of scalability and
energy efficiency prevents its usage. Simultaneously, Al and
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TABLE II

EMERGING TECHNOLOGIES FOR IOT SECURITY

Technology Applications

Challenges

Machine Learning

Blockchain Decentralized authentication, data integrity
Quantum Cryptography  Future proof encryption techniques
Lightweight Protocols Secure communication for

constrained devices

Anomaly detection, predictive analytics

Requires large datasets; high computation
High energy consumption; scalability issues
Experimental; hardware dependent

Limited by processing and storage capacity

Machine Learning (ML) systems are also used in the context of
anomaly detection, intrusion prevention, and predictive threat
analysis. Architectures like the convolutional neural networks
(CNN:Ss), recurrent neural networks (RNNs), decision trees, and
random forests have demonstrated remarkable performances
with some registering a high accuracy of up to 99.4 percent in
the detection of smart home threats. Nevertheless, these
methods require large amounts of data and require large
amounts of computing resources, and they are susceptible to
adversarial attacks. The hybrid methods of implementing static,
dynamic, and ML-based detection methods are becoming a
potential solution, but additional real-world validation is
required to achieve the potential fully.

Summary and Research Gaps: This synthesis grouping
indicates redundant themes and issues like restricted devices,
resource limitations, the existence of legacy elements, and the
lack of practical testing of suggested security resolutions. The
new technologies such as blockchain, quantum cryptography
and lightweight protocols are promising but require additional
testing and standardization. Some of the recommendations
involve the development of multi-layered, scaled and adaptive
security architectures, collaboration between manufacturers,
regulators and researchers and also prioritizing on the aspects of
security-by-design, which incorporates resilience as a proactive
element of the IoT ecosystems.

VI. CONCLUSION

Thorough overview of the IoT security weaknesses and
protection systems shows the urgent issues that are involved in
the protection of the fast-growing sphere of interconnected
gadgets. The device, communication, and application layers
have vulnerabilities which are widespread, such as poor
authentication, poor firmware, exploitation of protocols, and
inadequate encryption. Heterogeneous IoTs have a complex
nature, which is aggravated by the resource endowments of
most devices, restricting the efficacy of the conventional
security strategies. The literature synthesis shows that new
solutions, including machine learning to identify threats,
blockchain to decentralize the authentication process, and
hybrid vulnerability assessment methods, have a potentially
great future. Nevertheless, there are implementation limitations
in practice such as scalability, computational overhead, real-
time applicability and absence of standardized security.
Research to practice the discrepancy between theoretical studies

and practical deployment is the plausibility of scalable,
resistant, and cost-effective architectural solutions with a focus
on security through design and proactive ecosystem protection
solutions. Future studies should focus on filling these gaps by
coming up with light but strong security measures, improving
interoperability between various systems in the IoT and
encouraging multi-disciplinary approaches between industry,
academia and regulatory agencies. Ability to integrate
dynamically respondent adaptive security frameworks, which
are able to respond to changing threat landscapes, will be critical
to the protection of critical infrastructure and guarantee user
privacy and trust. To sum up, the Internet of Things security
needs a combined effort to overcome the theory-practice gap,
unify security standards, and develop practical solutions to the
specifics of the loT environment. The complete potential of [oT
can only be achieved with the help of joint dedication and
continuous innovation without any harm to safety and
reliability. This conclusion combines the results of the clustered
sets, gives the summary of the main findings, omits gaps and
offers research directions in the future, according to the
expectations of the reviewer.
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